Application No.: 091^12,011 
Amendment Dated 03/09/2007 
Reply to Office Action of 10/1 1/2006 

Amendments to the Claims 

This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims : 

1 . (canceled) 

2. (canceled) 

3. (canceled) 

4. (canceled) 

5. (canceled) 

6. (canceled) 

7. (currently amended) A computer implemented method for encrypting a data e lement and 
decrypting said data e l e m e nt using a First static key and a second dynamic key, comprising: 

encrypting said data element with said first static key and a current encryption state to 

produce a first encrypted data and an updated , wh e r e in said e ncrypting maintains an encryption 
state; 

encrypting said first encrypted data with said second key to produce a second encrypted data; 
transmittinR said second encrypted data with said current encryption state to a receiving 
computer system; 

encrypting a subsequent data element with said first key and said updated encryption state to 
produce a subsequent first encrypted data and a subsequent updated encryption state; 

encrypting said subsequent first encrypted data e l e m e nt with said second dynamic keyjo 

produce a subsequent second encrypted data ; 

transmitting said subsequent second encrypted data e l e m e nt with said updated encryption 

state to a receiving computer system; 
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d e crypting said e ncrypted data e lem e nt with said static k e y and said dynamic k e y on said 
r e c e iving computer syst e m; 

d e termining wheth e r transmission of a previous e ncrypt e d data e l e ment fail e d; and 

in r e spons e to said d e t e rmining said transmission of said pr e vious e ncrypt e d data el e m e nt fail e d, 

decrypting , on said receiving computer system, said subsequent second encrypted data 

e l e m e nt with said second key to produce a decrypted subsequent second encrypted data; and 

decrypting said decrypted subsequent second encrypted data with said first static key_and[[,]] 
said updated encryption state transmitted with said subsequent second encrypted data e lem e nt to 
produce a decrypted subsequent data element , and said dynamic k e y without r e transmission of 
said pr e vious e ncrypted data e l e ment . 

8. (currently amended) The method of Claim 7, wherein said encrypting said data element with 
said first static key strongly encrypts said data element with said first static key ; and wherein said 
encrypting said subsequent data element with said first key strongly encrypts said subsequent 
data element with said first key . 

9. (currently amended) The method of Claim 7, wherein said encrypting said first encrypted data 
e l e m e nt with said second dynamic key weakly encrypts said first encrypted data e l e m e nt with 
said second dynamic key ; wherein said encrypting said subsequent first encrypted data with said 
second key weakly encrypts said subsequent first encrypted data with said second key. 

10. (currently amended) The method of Claim 7, further comprising: 

wherein said encrypting said data element with said first static key is on a first computer system; 
wherein said encrypting said subsequent data element with said first key is on said first computer 
system; 

further comprising: transmitting said first encrypted dat a and said current encryption state from 
said first computer system e lem e nt to a second computer system; and transmitting said subsequent 
first encrypted data and said updated encryption state from said first computer system to said second 
computer system; 

wherein said encrypting said first encrypted data element with said second dynamic key is on 
said second computer system^ 
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wherein said encrypting said subsequent first encrypted data with said second key is on said 
second computer system, said second computer system being untrusted ; and 
thereby distributing encryption and decryption between said first computer system, said second 
computer system, and said receiving computer system. 

1 1 . (currently amended) The method of Claim 7, 

wherein said encrypting said data element with said first static key is on a first computer system; 
wherein said encrypting said subsequent data element with said first key is on said first computer 
system; 

wherein said encrypting said first encrypted data elem e nt with said second dynamic key is on said 
first computer system; 

wherein said encrypting said subsequent first encrypted data with said second key is on said first 
computer system; and 

thereby distributing encryption and decryption between said first computer system and said 
receiving computer system. 

12. (canceled) 

13. (canceled) 

1 4. (canceled) 

15. (currently amended) An article of manufacture comprising a program storage medium readable 
by a computer and embodying one or more instructions executable by the computer for causing a 
computer system to encrypt a data elem e nt and decrypt said data e l e ment using a firststatie key and a 
second dynamic key, comprising: 

encrypting sai4-a_data element with said firststatie key and a current encryption state to 
produce a first encrypted data and an updated encryption state , wherein said e ncrypting maintains an 
e ncryption state ; 

encrypting said first encrypted data etement-with said second dynamic key to produce a 
second encrypted data ; 
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transmitting said second encrypted data e l e m e nt with said current encryption state to a 
receiving computer system; 

encrypting a subsequent data element with said first key and said updated encryption state to 
produce a subsequent first encrypted data and a subsequent updated encryption state; 

encrypting said subsequent first encrypted data with said second key to produce a subsequent 
second encrypted data; 

transmitting said subsequent second encrypted data with said updated encryption state to said 
receiying computer system; 

d e crypting said e ncrypted data elem e nt with said static k e y and said dynamic k e y on said 
rec e iving computer syst e m; 

d e t e rmining wh e th e r transmission of a pr e vious e ncrypt e d data el e m e nt fail e d; and 

in r e sponse to said d e t e rmining said transmission of said previous encrypt e d data elem e nt 

decrypting , on said receiving computer system, said subsequent second encrypted data 
e l e m e nt with said second key to produce a decrypted subsequent second encrypted data; and 

decrypting said decrypted subsequent second encrypted data with said first statie-key and [[,]] 
said updated encryption state transmitted with said subsequent second encrypted dat a e l e ment jo 
produce a decrypted subsequent data element , and said dynamic key without retransmission of said 
pr e vious e ncrypted data c lem e nt . 

16. (currently amended) The article of manufacture of Claim 15 wherein said encrypting said data 
element with said first static key strongly encrypts said data element with said first static key, 
wherein said encrypting said subsequent data element with said first key strongly encrypts said 
subsequent data element with said first key . 

17. (currently amended) The article of manufacture of Claim 15 wherein said encrypting said first 
encrypted data e l e m e nt with said second dynamic key weakly encrypts said first encrypted data 
el e ment with said second dynamic key : and wherein said encrypting said subsequent first 
encrypted data with said second key wealdy encrypts said subsequent first encrypted data with 
said second key . 
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1 8. (currently amended) The article of manufacture of Claim 15, furth e r comprising: 

wherein said encrypting said data element with said First static key is on a first computer system; 
wherein said encrypting said subsequent data element with said First key is on said first computer 
system; 

further comprising: 

transmitting said first encrypted data e lem e nt and said current encryption state from said first 

computer system to a second computer system; and 

transmitting said subsequent first encrypted data and said updated encryption state from said 
first computer system to said second computer system; 

wherein said encrypting said first encrypted data el e m e nt with said second dynamic key is on 
said second computer system , said second computer system being untrusted ; 

wherein said encrypting said subsequent first encrypted data with said second key is on said 
second computer system ; and 

thereby distributing encryption and decryption between said first computer system, said second 
computer system, and said receiving computer system. 

19. (currently amended) The article of manufacture of Claim 15, 

wherein said encrypting said data element with said first statie-key is on a first computer system; 

wherein said encrypting said first encrypted data clement with said second dynamic key is on 
said first computer system; 

wherein said encrypting said subsequent data element with said first key is on said first computer 
system; 

wherein said encrypting said subsequent first encrypted data with said second key is on said first 
computer system; and 

thereby distributing encryption and decryption between said first computer system and said 
receiving computer system. 

20. (canceled) 

21. (canceled) 
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22. (canceled) 

23. (canceled) 

24. (canceled) 

25. (canceled) 

26. (canceled) 

27. (canceled) 

28. (canceled) 

29. (currently amended) A computer implemented method for encrypting a data e l e m e nt and 
decrypting said data e l e ment using a first statie-key and a second dynamic key, wherein a said data 
element is_beiftg-partitioned into chunks, comprising: 

encrypting said a_data element chunk chunks with said first s tatie-key and a current 

encryption state to provide statie- a first encrypted chunk data and an updated encryption state; 

encrypting a subsequent data element chunk with said first key and said updated encryption 
state to provide a subsequent first encrypted chunk data and a subsequent updated encryption 
state data elem e nt chunks, said static e ncrypt e d data element chunlcs b e ing associat e d with static 
encryption states, respectiv e ly said static e ncryption stat e s being us e d to vary valu e s of s aid 
static e ncrypted data e lem e nt chunlcs being statically e ncrypt e d with said static key ; 
encrypting said statie- first encrypted chunk data e lement chunks with said second dynamic 



current encryption state states-to a receiving computer system; 

encrypting said subsequent first encrypted chunk data with said second key to provide 
subsequent second encrypted chunk data; 



key to provide dynamic 
transmitting said dy 




and said s tatic 



8 



Application No.: 09/872,077 
Amendment Dated 03/09/2007 
Reply to Office Action of 10/1 1/2006 



transmitting said subsequent second encrypted chunk data and said updated encryption state 
to said receiving computer system; 

d e crypting said dynamic static data el e m e nt chunlcs with said static k e y and said dynamic k e y on 
s aid r e c e iving comput e r s yst e m; 

d e t e rmining, on said r e c e iving comput e r system, wh e th e r transmission of a pr e vious on e of said 
dynamic static data el e m e nt chunlcs fail e d; and 

in r e sponse to said det e rmining said transmission of said previous on e of said dynamic static data 
e l e m e nt chunks fail e d, 

decrypting said a-subsequent second encrypted chunk data with said second key one of said 

dynamic static data el e m e nt chunlcs ; and 

decrypting said decrypted subsequent second encrypted chunk data with said first static key 
and said updated encryption state , said dynamic k e y and on e of s aid static e ncryption s tates that 
is transmitted with said subsequent second encrypted chunk data to provide a decrypted 
subsequent data element chunk on e of said dynamic static data el e m e nt chunlcs, wh e r e in said 
pr e vious one of said dynamic static data e l e m e nt chunlcs associat e d with said fail e d transmission 
is not recover e d . 

30. (currently amended) The method of Claim 29 wherein said encrypting said data element chunk 
chunlcs with said first static key strongly encrypts said data element chunk chunlcs with said first 
statie-key , and wherein said encrypting said subsequent data element chunk with said first key 
strongly encrypts said subsequent data element chunk with said first key . 

3 1 . (currently amended) The method of Claim 29 wherein said encrypting said statie first encrypted 
chunk data e l e ment chunks with said second d>'namic key weakly encrypts said first encrypted 
chunk data el e m e nt chunks with said second dynamic key , and wherein said encrypting said 
subsequent first encrypted chunk data with said second key weakly encrypts said subsequent 
encrypted chunk data with said second key . 

32. (currently amended) The method of Claim 29, further comprising: 

wherein said encrypting said data element chunk chunlcs with said first static key is on a first 
computer system; 
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wherein said encrypting said subsequent data element chunk with said first key is on said first 
computer system; 
further comprising: 

transmitting said first statie-encrypted chunk dat a and said current encryption state 

el e ment chunlcs to a second computer system; and 

transmitting said subsequent first encrypted chunk data and said updated encryption 

state to said second computer system; 

wherein said encrypting said statie- first encrypted chunk data e l e ment chunks with said second 

dynamic key is on said second computer system^ 

wherein said encrypting said subsequent first encrypted chunk data with said second key is on 

said second computer system, second computer system being untrusted ; and 

thereby distributing encryption between said first computer system and said second computer 

system. 

33. (currently amended) The method of Claim 29, 

wherein said encrypting said data element chunk chunlc s with said static first key is on a first 
computer system; 

wherein said encrypting said subsequent data element chunk with said first key is on said first 
computer system; 

wherein said encrypting said statte- second encrypted chunk data e l e m e nt chunlcs with said 
second dynamic key is on said first computer system; 

wherein said encrypting said subsequent second encrypted chunk data with said second key is on 
said first computer system . 

34. (currently amended) The method of Claim 29, further comprising: 

determining, on said receiving computer system, whether a transmission failure of said 
second encrypted chunk data occurred; wherein in response to said transmission failure said 
second encrypted chunk data p reviou s on e of said dynamic static data e lem e nt chunlcs associated 
with said failed transmission is not retransmitted in respons e to said d e t e rmining said 
transmission of said pr e vious on e of said dynamic static data c lom o nt chunks fail e d . 
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35. (canceled) 

36. (canceled) 

37. (currently amended) An article of manufacture comprising a program storage medium 
readable by a computer and embodying one or more instructions executable by the computer 
for causing a computer system to encrypt a data e l e m e nt and decrypt said data el e m e nt using 
a first static key and a second dynamic key, wherein a s aid-data element is_beiftg-partitioned 
into chunks, comprising: 

encrypting said-a_data element chunk chunlcs with said first statie-key and a current encryption 

state to produce a first encrypted chunk data and an updated encryption state , wh e r e in said 
encrypting maintains an encryption state ; 

encrypting a subsequent data element chunk with said first key and said updated encryption 
state to produce a subsequent first encrypted chunk data and a subsequent updated encryption 
state; 

encrypting said second encrypted chunk data el e ment chunlcs with said second dynamic key 

to produce a second encrypted chunk data ; 

encrypting said subsequent second encrypted chunk data with said second key to produce a 
subsequent second encrypted chunk data; 

transmitting said second encrypted chunk data e lem e nt chunlcs with said current encryption 

state to a receiying computer system; 

transmitting said subsequent encrypted chunk data with said updated encryption state to said 
receiying computer system; 

d e crypting said data cl e m e nt chunks with said s tatic k e y and said dynamic key on said receiving 

d e termining wheth e r transmission of said data e lem e nt chunlcs from said second comput e r 

system to said r e c e iving computer system fail e d; and 
in r e spons e to said det e rmining said transmission of said on e of said dynamic s tatic data e lem e nt 
chunlcs fail e d, 

decrypting said a subsequent second encrypted chunk on e of said data e lem e nt chunks with 
said secondstatie key ; and 
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decrypting said decrypted subsequent second encrypted chunk data with said first key and 
[[,]] said updated encryption state that is transmitted with said subsequent second encrypted 
chunk data on e of said data e l e m e nt chunlcs, and said dynamic k e y without r e transmission of said 
one of said dynamic static data e lement chunlcs associat e d with said fail e d transmission . 

38. (currently amended) The article of manufacture of Claim 37 wherein said encrypting said 
data element chunk chunlcs said First static key weakly encrypts said data element 
chunk chunks with said First s tatic key , wherein said encrypting said subsequent data element 
chunk with said first key weakly encrypts said subsequent data element chunk with said first 
key. 

39. (currently amended) The article of manufacture of Claim 37 wherein said encrypting said 
data element chunk chunlcs with said second dynamic key weakly encrypts said data element 
chunk chunks with said second dynamic key , wherein said encrypting said subsequent data 
element chunk with said second key weakly encrypts said subsequent data element chunk 
with said second key . 

40. (currently amended) The article of manufacture of Claim 37, furth e r compriGing: 
wherein said encrypting said data element chun k chunlcs with said first static key is on a first 
computer system; 

wherein said encrypting said subsequent data element chunk with said first key is on said first 
computer system; 
further comprising: 

transmitting said first encrypted chunk data e lem e nt chunlcs to a second computer system; 

transmitting said subsequent first encrypted chunk data to said second computer system; 
wherein said encrypting said first encrypted chunk data cl e ment chunlcs with said second 
dynamic key is on said second computer system , said second computer system being untrusted ; 
wherein said encrypting said subsequent first encrypted chunk data with said second key is on 
said second computer system; and 

thereby distributing encryption between said first computer system and said second computer 
system. 
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41. (currently amended) The article of manufacture of Claim 37, 

wherein said encrypting said data element chunk chunlcs with said first static key is on a first 
computer system; 

wherein said encrypting said subsequent data element chunk with said first key is on said first 
computer system; 

wherein said encrypting said first encrypted chunk data el e m e nt chunlcs with said second dynamic 

key is on said first computer system ; and 
wherein said encrypting said subsequent first encrypted chunk data with said second key is on 

said first computer system . 

42. (currently amended) The article of manufacture of Claim 40, further comprising: 
determining when transmission of said second encrypted chunk data e lement chunks from said 

first computer system to said second computer system failed; and 
in response to said determining, performing, on said first computer system, said decrypting said 
subsequent second encrypted chunk data and said decrypting said decrypted subsequent second 
encrypted chunk data thereby recoyering said decrypting of said data e l e m e nt chunks without 
retransmission of said second encrypted chunk data. 

43. (canceled) 

44. (canceled) 

45. (canceled) 

46. (original) The method of Claim 7 wherein said data element comprises digital data 
representing audio and yideo information. 

47. (original) The article of manufacture of Claim 15 wherein said data element comprises digital 
data representing audio and video information. 
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48. (currently amended) The method of Claim 7, wherein said transmitting said second encrypted 
data transmits a packet comprising said second encrypted data e l e ment with said current 
encryption state to said receiving computer system; 

wherein said transmitting said subsequent second encrypted data transmits a subsequent packet 
comprising said subsequent second encrypted data with said updated encrypted state to said 
receiving computer system; and 
further comprising: wh e r e in said 

determining , on said receiving computer system, d e t e rmin e s whether a_transmission 

failure occurred of s aid pr e viou s e ncrypt e d data e l e ment fail e d based on identifying a loss of said 
a pr e vious packet comprising said pr e vious second encrypted data; 

in response to said determining, performing said decrypting, on said receiving 

computer system, said subsequent second encrypted data; and said decrypting, on said receiving 
computer system, said decrypted subsequent second encrypted data e lem e nt . 

49. (currently amended) The article of manufacture of Claim 15, wherein said transmitting said 
second encrypted data transmits a packet comprising said second encrypted data e lem e nt with 
said current encryption state to said receiving computer system; 

wherein said transmitting said subsequent second encrypted data transmits a subsequent 
packet comprising said subsequent second encrypted data with said updated encryption state to 
said receiving computer system; and 

further comprising: 

wh e r e in said determining , on said receiving computer system, dotormin e s whether a 

transmission failure occurred of said pr e vious e ncrypt e d data e l e ment fail e d based on identifying 
a loss of said a pr e vious packet comprising said pr e vious second encrypted data; 

in response to said determining, performing said decrypting, on said receiving 

computer system, said subsequent second encrypted data; and said decrypting, on said receiving 
computer system, said decrypted subsequent second encrypted data elemeat. 

50. (New): The method of claim 7 further comprising: 

determining, on said receiving computer system, whether transmission of said second 
encrypted data failed; 
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performing, on said receiving computer system, in response to said determining, said 
decrypting said subsequent second encrypted data with said second key, and said decrypting said 
decrypted subsequent second encrypted data with said first key and said updated encryption state 
transmitted with said subsequent second encrypted data. 

51. (New): The method of claim 50 wherein said second encrypted data of said failed transmission is 
not retransmitted. 

52. (New): The method of claim 50 wherein said second encrypted data of said failed transmission is 
not recovered. 

53. (New): The method of claim 50 wherein said second encrypted data of said failed transmission is 
corrupt. 

54. (new) A computer implemented method for encrypting and decrypting using a first key and a 
second key, comprising: 

encrypting a data element with said first key to produce a first encrypted data; 

encrypting said first encrypted data with said second key and a current encryption 
state to produce a second encrypted data and an updated encryption state; 

transmitting said second encrypted data with said current encryption state to a 
receiving computer system; 

encrypting a subsequent data element with said first key to produce a subsequent first 
encrypted data; 

encrypting said subsequent first encrypted data with said second key and said updated 
encryption state to produce a subsequent second encrypted data and another updated encryption 
state; 

transmitting said subsequent second encrypted data with said updated encryption state 
to a receiving computer system; 

decrypting, on said receiving computer system, said subsequent second encrypted 
data with said second key and said updated encryption state that is transmitted with said second 
encrypted data; and 
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decrypting, on said receiving computer system, said decrypted subsequent second 
encrypted data with said first key. 

55. (new) The method of Claim 54, 

wherein said encrypting said data element with said first key to produce said first 
encrypted data is also based on a first-encryption encryption state to produce said first encrypted 
data and an updated first-encryption encryption state; 

wherein said transmitting said second encrypted data with said current encryption 
state also transmits said first-encryption encryption state; 

wherein said encrypting said subsequent data element with said first key to produce 
said subsequent first encrypted data is also based on said updated first-encryption encryption 
state to produce said subsequent first encrypted data and an updated subsequent first-encryption 
encryption state; 

wherein said transmitting said subsequent second encrypted data with said updated 
encryption state also transmits said updated first-encryption encryption state; and 

wherein, on said receiving computer system said decrypting said decrypted 
subsequent second encrypted data with said first key is also based on said updated first- 
encryption encryption state that is transmitted with said subsequent second encrypted data to 
produce said decrypted subsequent data element. 

56. (new) The method of Claim 54, 

wherein said encrypting said data element with said first key is on a first computer system; 

wherein said encrypting said subsequent data element with said first key is on said first 
computer system; 

further comprising: transmitting said first encrypted data with said current encryption state 
and said subsequent first encrypted data with said updated encryption state from said first 
computer system to a second computer system; 

wherein said encrypting said first encrypted data with said second key is on said second 
computer system, wherein said encrypting said subsequent first encrypted data is on said second 
computer system, said second computer system being untmsted; and 
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thereby distributing encryption and decryption between said first computer system, said 
second computer system, and said receiving computer system. 

57. (New): The method of claim 54 further comprising: 

determining, on said receiving computer system, whether transmission of said second 
encrypted data failed; and 

performing on said receiving computer system, in response to said determining, said 
decrypting said subsequent second encrypted data with said second key and said updated 
encryption state transmitted with said subsequent second encrypted data; and said decrypting 
said decrypted subsequent second encrypted data with said first key. 

58. (New): The method of claim 57 wherein said second encrypted data of said failed 
transmission is not retransmitted. 

59. (New): The method of claim 57 wherein said second encrypted data of said failed 
transmission is not recovered. 

60. (New) An article of manufacture comprising a program storage medium readable by a 
computer and embodying one or more instructions executable by the computer for causing a 
computer system to encrypt and decrypt using a first key and a second key, comprising: 

encrypting a data element with said first key to produce a first encrypted data; 

encrypting said first encrypted data with said second key and a current encryption 
state to produce a second encrypted data and an updated encryption state; 

transmitting said second encrypted data with said current encryption state to a 
receiving computer system; 

encrypting a subsequent data element with said first key to produce a subsequent first 
encrypted data; 

encrypting said subsequent first encrypted data with said second key and said updated 
encryption state to produce a subsequent second encrypted data and another updated encryption 
state; 
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transmitting said subsequent second encrypted data with said updated encryption state 
to a receiving computer system; 

decrypting, on said receiving computer system, said subsequent second encrypted 
data with said second key and said updated encryption state that is transmitted with said second 
encrypted data; and 

decrypting, on said receiving computer system, said decrypted subsequent second 
encrypted data with said first key. 

61. (new) The article of manufacture of Claim 60 

wherein said encrypting said data element with said first key to produce said first 
encrypted data is also based on a current first-encryption encryption state to produce said first 
encrypted data and an updated first-encryption encryption state; 

wherein said transmitting said second encrypted data with said current encryption 
state also transmits said current first-encryption encryption state; 

wherein said encrypting said subsequent data element with said first key to produce 
said subsequent first encrypted data is also based on said updated first-encryption encryption 
state to produce said subsequent first encrypted data and a subsequent updated first-encryption 
encryption state; 

wherein said transmitting said subsequent second encrypted data with said updated 
encryption state also transmits said updated first-encryption encryption state; and 

wherein, on said receiving computer system said decrypting said decrypted 
subsequent second encrypted data with said first key is also based on said updated first- 
encryption encryption state that is transmitted with said subsequent second encrypted data to 
produce said decrypted subsequent data element. 

62. (new) The article of manufacture of Claim 60, 

wherein said encrypting said data element with said first key is on a first computer system; 

wherein said encrypting said subsequent data element with said first key and said current 
encryption state is on said first computer system; 

further comprising: 
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transmitting said first encrypted data from a first computer system to a second 
computer system; and 

transmitting said subsequent first encrypted data from said first computer system to 
said second computer system; 

wherein said encrypting said first encrypted data with said second key is on said second 
computer system, said second computer system being untrusted; and 

wherein said encrypting said subsequent first encrypted data with said second key is on said 
second computer system; and 

thereby distributing encryption and decryption between said first computer system, said 
second computer system, and said receiving computer system. 

63. (New): The article of manufacture of claim 60 further comprising: 

determining, on said receiving computer system, whether transmission of said second 
encrypted data failed; and 

in response to said determining, performing on said receiving computer system, said 
decrypting said subsequent second encrypted data with said second key and said updated 
encryption state transmitted with said subsequent second encrypted data, and said decrypting 
said decrypted subsequent second encrypted data with said first key. 

64. (New): The article of manufacture of claim 63 wherein said second encrypted data of said 
failed transmission is not retransmitted. 

65. (New): The article of manufacture of claim 63 wherein said second encrypted data of said 
failed transmission is not recovered. 
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